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Kako proveriti serijski broj sertifikata i eksportovati sertifikat

Za operativni sistem Microsoft Windows aktivirajte opciju skrivene ikone (Hiden
Icons) klikom na mali trougli¢ u donem desnom delu ekrana i pokrenite dvoklikom token
manager ikonicu . Ova ikonica je ista na svim verzijama operativhog sistema Windows i
nalazi se uglavnom sa donje desne strane Vaseg ekrana.
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Slika 1

Izaberite odgovarajuéi sertifikat i dvokliknite na njega. Informaciju koji sertifikat se
zahteva mozZete dobiti od davaoca usluge servisa na koji treba da prosledite podatke o
serijskom broju sertifikata. Obi¢no je to drugi sertifikat sa Key type oznakom Signature

(slika2).

Certificates | Objects | Report|

Issued to Issued by
.H.Duimﬂ-erdc'ﬂli-ﬂ‘ﬂl"}... PES CA Clas=1 - Kvalifkovan. ..
.ﬂl:uf.mﬂmddﬂli-ll BN, PKS CAClase1 - Kvalificovan...

Slika 2
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Kliknite na dugme Details kao na slici 3 (na ovoj slici se vidi i period validnosti sertifikata)

-

i - §4 Certificate Information

+ All application policies

This certificate is intended for the following purpose(s):

? You have a private key that corre

Issued to: Dudan Berdi 84-0 0°36..'107% ;
Issued by: PES CA Class1 - Kvalifikovani sertifikati

valid from 11/ 23/ 201/ to 11/ 23/ 20i.

Learn more about certificates

m&ﬁﬂﬂtﬂ...’ | Tesuer Statement

Slika 3

Kliknite na polje Serial number, kao na slici 4.

Lo |
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U donjem polju pojavice se serijski broj Vaseg sertifikata koji mozete obeleziti, kopirati i poslati
davaocu usluge servisa za koji je ova informacija neophodna.

| Details | Certification Path

Show: [{All:» v]

Field Value at

V3
[E] serial number 5a 07 bb 99 of 1d 57 eb
S R——

=] sha256R5A
Signature hash algorithm sha256
PKS CA Class1 - Kvalifikovani s. ..
Valid from Friday, Movember 23, 2012 4...
‘u'alid to Monday, Movember 23, 2015 ...
=l e

MiE=n Berdid 342000, 3. 30 10 b

Ea 07 bb 99 9f 14 57 eb

Edit Properties... | [ Copy to File... ]

Learn more about certificate details

o |

Slika 4

U ovom sertifikatu, serijski broj je sa 07 bb 99 9£ 1d 57 eb
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Eksportueje se uglavnom klju¢ sa oznkom Signature. U polju Certificates Token Managera

dvokliknite taj sertifikat kao na slici 5

Certficates | Objects | Report | Configuration |

Issued to Issued by Key type Installed

R Duan Berdid 84-20:% ... PKS CA Class1 - Kvalifikovan...
b, {0uton Berdd 54- 306 - Kvalfikovan ..

PSS CA Class 1

Slika 5

Zatim, kliknite na polje Copy to File kao na slici 6:

| General | Details | Certification Path |

Show: [-u.l:-

Fiedd value
[ |version Vi

| |serial number Sck: 14896258 0 od

[ Isignature algorithm sha2SERSA

. |signature hash algorithm sha2ss

2 tssuer PKS CA Class1 - Kvalifikovani s...
| |vaid from Thursday, November 26, 2015...

[ Jvaiid to Monday, November 26, 2018 ...
"‘_‘lﬂ.uhin-l ﬁf&wumix]?."l“

: Edit Properties. ..
Learn more about certificate details

Slika 6

Resavska 13-15 | 11000 Beograd | T: 011 33 00900 | F: 011 32 30 949 | E: info@pks.rs | www.pks.rs



... zatim kliknite na Next kao na slici 7:

|- =

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, didk Mext.

Slika 7

Kod sledeceg koraka, treba Cekirati polje No, do not export the private key i opet kliknuti
Next, kao na slici 8:

Resavska 13-15 | 11000 Beograd | T: 011 33 00900 | F: 011 32 30 949 | E: info@pks.rs | www.pks.rs “



Export Private Key
! ‘You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

Yes, export the private key

(@) }o, do not export the private key!

Mote: The assocated private key is marked as not exportable. Only the certificate
can be exported.

Learn more about exporting private keys

| <Back ‘,.I-‘-.I__extm[ Cancel

Zatim, izabrati polje DER encoded binary X.509 (.CER) i kliknuti Next kao na slici 9:
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Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(@) DER. encoded binary ¥. 509 [.CER);

(") Bage-64 encoded X.509 (. CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates ((P78)
[]indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 {.FFX)
[ ]indude all certificates in the certification path if possible

[ ] Delete the private key if the export is successful
[ ] Export all extended properties

Microsoft Serialized Certificate Store ((S5T)

Learn more about certificate file formats

[ <zea () his ) ) cons

Slika 9

U polju koje se pojavilo upisite svoje ime i prezime u polju File Name i kliknite Save kao na
slici 10:

Organize « MNew folder g= - (7]
| B Deskiop i Mame Size Itemn type Date modvified
& Downloads . ) =
e« 2KB  Security Certificate  12/3/2014 2:33 PM
“El Recent Places - L . o
. 2 o Airaltariinn ERRRLL 1KB Shortcut 3/15/2010 2:25 PM
@& OneDrive . - .
@ 2 T 1KB Internet Shortcut 12/9/2009 11:01 AM
T B File folder 2/8/2017 10:48 AM
4 Ml Desktop .
. By prm o File folder 12/24/2015 4:46 PM
4| - Libraries . X
TR File folder 10/31/2014 4:53 PM
> @ Documents . - -
@ r s me L File folder 10/31/2014 4:53 PM
> JI Music P
I Pict ‘M Metwork
3 ictures
.- Computer
&> B Videos Br _
B - Lo
ibraries
Py Computer
b & Local Disk (C3)
» &) DVD RW Drive (Du i
- b .
File 1 Ime prezime \ -
Savelgs type: ’DER Encoded Binary X.509 (*.cer) ) v]
= Hide Folders

Slika 10
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Klikom na Browse izaberite lokaciju gde zelite da se novi fajl sauva. Predlog je da to bude

folder Desktop, a zatim kliknite Next, kao na slci 11:

File to Export
Spedfy the name of the file you want to export

File name:

Ci\Jsersi == 51 «c'Desktopiime prezime. cer Browse...

[ {Ead-i(“ Mext = I} Cancel

Slika 11

Na sledecoj slici kliknite Finish kao na slici 12:

:Cerﬁﬁmte Export Wizam X
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Certificate Export Wizard

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

You have spedfied the following settings:

File Mame

Export Keys

Indude all certificates in the certification path Mo

File Format DER En

Slika 12

Pojavljuje se obavestenje da ste uspedno eksportovali sertifikat kao na slici 13. Kliknite OK.

Certificate Export Wizard u

The export was successful,

Slika 13
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Da bi poslali sertifikat, najbolje reSenje je da dobijeni fajl prebacite u .ZIP (kompresovani) fajl.
Na izabranoj lokaciji gde ste smestili eksportovani sertifikat (na primer Desktop) kliknite
desnim tasterom misSa na taj fajl, a zatim iz ponudenog menija izaberite opciju Sent to, a
zatim opciju Compressed (zipped) folder kao na slici 14:

Install Certificate
Defraggler
o |2 Scan with System Center Endpoint Protection...
[&f  Edit with Notepad++
Open with

Share with
B Addto archive...
B Addto "ime prezime.rar”
8 Compress and email...
8 Compress to "ime prezime.rar’ and email
&% Scan with Malwarebytes Anti-Malware

Restore previous yersions

Send to

Cut

Documents
Copy

Fax recipient

Mail recipient Create shortcut

Skype Delete
Viber Rename

WinSCP (for upload) Properties

DVD RW Drive (D:) i
Javni direktorijum (\\192.168.42.212) (J):)

Slika 14

Posle ovoga dobija se konacéno fajl koji treba poslati, a izgleda sli¢no kao na slici 15:

| H@“ T2 D)

Slika 15

Resavska 13-15 | 11000 Beograd | T: 011 33 00900 | F: 011 32 30 949 | E: info@pks.rs | www.pks.rs “



